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ABSTRACT 

 

Industrial Internet of Things (IIoT) technologies have fast grown into a field for intelligent automation, real-time monitoring, and 

data-driven decision-making in today's industrial environments. Increased connectivity of industrial devices has also brought 
with it many challenges regarding anomaly detection, predictive maintenance, and cyber security. Efficiently managing high-

dimensional data, learning long-range dependence and complex patterns of abnormality from dynamic industrial systems is often 

difficult using traditional machine learning and deep learning methods. To overcome these drawbacks, this paper introduces a 

Quantum Transformer Network (QTN) for real-time data analysis and anomaly detection in real-world scenarios of Industrial 

IoT. The proposed system combines the feature optimization capabilities of quantum computing with the contextual learning 

approach of Transformer to enhance anomaly detection and subsequent event forecasting. First, the data collected by Industrial 

IoT is preprocessed and normalized, and then, redundant and irrelevant data attributes are extracted by analyzing feature 

dependency with the help of quantum technology. An adaptive predictive analytics module is integrated to anticipate possible 

failures and abnormal operating actions before they happen. Experimental results on Industrial IoT datasets show the superiority 

of the proposed QTN model over the current models, such as TranAD, Graph Transformer, and Health-BERT models. It achieves 

95.3% accuracy, 94.5% precision, 94.4% recall, 94.4% F1-score, 95.9% specificity, 96.5% AUC, with low detection latency and 
computational cost. The results obtained show that the proposed Quantum Transformer Network can serve as an effective, 

scalable, and intelligent solution for anomaly detection and predictive analytics in the next-generation Industrial IoT systems.  

 

Keywords: Quantum Transformer Network (QTN), Industrial Internet of Things (IIoT), Anomaly Detection, Predictive Analytics, 

Quantum Feature Optimization, Transformer Architecture, Deep Learning, Industrial Automation. 

 

 
1. INTRODUCTION 
 

The Industrial Internet of Things (IIoT) has been rapidly 

developing and conventional industrial systems are 

increasingly connected and producing huge quantities of real-

time operational data [1]. Inter-platform data exchange 

between sensors, controllers and cloud platforms is becoming 

more and more critical for smart manufacturing plants, 

intelligent monitoring systems and cyber-physical 

infrastructures [2]. These developments also have the potential 

to make industrial systems vulnerable to many anomalies, 

cyber attacks and operational failures [3], but they can also 

contribute to increased productivity and greater automation 
[4]. In the industrial sector, intelligent anomaly detection 

frameworks that can deal with high volume streaming data is 

a huge research challenge [5]. In recent years, the architectures 

based on Transformer have made significant enhancements to 

sequence modeling and contextual representation learning [6].  

 

Self-attention mechanism in Transformer networks has proven 

useful for effectively capturing long-range dependencies, 

unlike recurrent neural networks [7]. Indeed, transformer 

models are found to be useful in processing multivariate time-

series data and thus have been successfully applied for 
anomaly detection, predictive maintenance and industrial 

monitoring systems [8]. The Transformer-based frameworks 

offer superior scalability, feature representation and 
robustness to noisy industrial data when compared to 

conventional deep learning techniques [9]. Furthermore, they 

have parallel computing power that allows them to be trained, 

as well as used for inference, in a more timely manner which 

could be helpful in the real time deployment in modern-day 

industrial infrastructures [10]. All these advantages make 

Transformer models good candidates for future intelligent 

industrial analytics systems [11]. 

 

Fusing the two quantum computational mechanisms with the 

Transformer architectures can enable the use of both 

contextual learning and quantum information processing 
simultaneously [12]. Such hybrid approach may significantly 

improve the performance of anomaly detection and decrease 

the computational complexity of the large-size industrial data 

sets [13]. Hence, this quantum intelligence approach and deep 

learning is a promising direction of future research in the 

industrial analytics [14]. 

 

Anomaly detection is one of the most challenging problems in 

the IioT [15]. For a lot of these anomalies, they are found 

rarely and have dynamic behavior. Industrial systems generate 

a lot of data from different sensors, machines, communication 
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networks and control units, and detecting small changes 

becomes increasingly complex [16]. Some machine learning 

and deep learning techniques currently available have 

problems with data imbalance, concept drift, and are not 

adaptable to unseen patterns of attack [17]. In addition, the 
conventional detection systems are not suitable for real-time 

industrial applications due to their time delays [18]. Hence, it 

is desirable to build up intelligent frameworks that can adjust 

to the time-varying industrial patterns and have high detection 

accuracy and operation efficiency [19]. These issues have been 

partially addressed by using anomaly detection methods based 

on transformers, which must be further developed to meet the 

high requirements of Industry 4.0 environments [20]. The 

general process of anomaly  detection is shown in Figure 1. 

 

 
Fig 1: General Process of Anamoly Detection [9] 

 

Predictive analytics is now a critical part of today's industrial 

management systems in addition to anomaly detection [21]. 

One of the applications of predictive analytics is to predict 
future conditions of a system, equipment failure, risks of 

operation etc., based on historical and real-time data streams 

[22]. This forecast accuracy is valuable for taking proactive 

steps to maintain, minimizing downtime and maximizing 

utilization of resources in industrial facilities [23]. It has been 

shown in recent works that Transformer models can be 

successfully used in predictive maintenance applications 

thanks to their ability to capture the temporal dependencies, 

and complex interactions between the industrial variables [24]. 

But as the amount of data and the speed at which it travels 

grows, the architecture needs to be more sophisticated to be 
able to do this simultaneously with its ability to detect 

anomalies and perform predictive reasoning [25]. The 

integration of quantum-enhanced learning with Transformer 

networks offers a promising solution to address these 

demands, while also maintaining scalability and adaptability 

to future industry needs.The combination of quantum-

enhanced learning with Transformer networks can address 

these requirements, with scalable and adaptable solutions in 

dynamic industrial environments. 

 

In response to these challenges, this research suggests a QTN 

framework to support real-time anomaly detection and 

predictive analytics in Industrial IoT settings. The proposed 

framework includes the quantum feature optimization 

mechanisms and attention learning capabilities of the 
Transformer model to enhance the ability of the system in 

anomaly detection, temporal pattern recognition and 

forecasting decision-making. 

 

1.1 Hypothesis 

H1: The proposed QTN shows that the accuracy of anomaly 

detection can be enhanced in comparison with the 

conventional Transformer-based models in Industrial IoT 

environments. 

H2: Higher discriminative performance for industrial sensor 

data with quantum enhanced feature optimization, leading to 
improved predictive performance. 

H3:Combining quantum learning with self-attention 

mechanisms decreases false positive and false negative 

anomaly detection. 

H4: The proposed system achieves low inference latency, and 

high predictive accuracy in real time industrial monitoring. 

 

1.2 Research Contributions 

 

1. A novel QTN Architecture is proposed for simultaneous 

detection of anomalies and predictive analytics in 

Industrial IoT environments. 

2. Development of a quantum enhanced feature optimization 

mechanism to enhance the data retrieval process in 
industry and to minimize redundant information. 

3. An adaptive, self-attention learning framework is 

developed to model long-range temporal dependencies 

and complex industrial behaviors. 

4. The objective of a real-time anomaly detection and 

predictive decision-making pipeline is to assist intelligent 

monitoring and maintenance in industry. 

5. The proposed QTN framework is thoroughly evaluated 

using various experimental results and has been found to 

be more superior than the existing Transformer-based and 

machine learning methods. 

 

2. LITERATURE SURVEY 

Scientists have been delving further into machine learning and 

deep learning techniques in an effort to overcome these 
constraints. To address this, Barbieri et al. [1] proposed a 

lightweight framework for anomaly detection in IoT 

applications, that relies on Transformer. They were able to 

maintain computational efficiency while their model was 

effective in capturing temporal connections successfully. The 

accuracy of the model's anomaly detection was much higher 

than that of conventional recurrent neural networks. In 

addition, the attention mechanism allowed for a more accurate 

comprehension of sensor behaviours in context. The results 

showed the growing importance of Transformer designs in 

IMSs. Their work paved the way for future anomaly detection 
works that relied on the use of Transformers. 

 

The new challenges of industrial communication networks and 

edge computing have become problems for anomaly detection 
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systems. For real-time processing, it is necessary to have 

models that are efficient in terms of computation time. Yao et 

al. [2] proposed a paradigm for anomaly detection in 

hierarchical Industrial IoT systems with the help of a 

Transformer enhanced Variational Autoencoder. Anomaly 
detection is made easier with the suggested architecture's 

combination of self-attention techniques and latent feature 

representation. Experimental studies demonstrated that this 

technique achieved far better results than more traditional 

machine learning techniques in detecting complex patterns in 

the industrial field. Additionally, the model decreased false 

alarms and enhanced feature extraction quality. The 

framework was strengthened by introducing Transformer 

learning and probabilistic representation, enhancing its ability 

to handle the operating noise. Their research shown how 

important adaptive learning processes are for industrial 

settings with many moving parts. The study is a new 
benchmark in intelligent industrial anomaly detection. 

 

To understand the dynamic characteristics of industrial time-

series data, sophisticated temporal modelling techniques 

should be used. Nizam et al. [3] applied deep learning 

algorithms to detect anomalies in the industrial sensor data of 

multi-variate in real-time. They were able to keep a high 

degree of detection accuracy even with the nonlinear 

relationships between many variables. In their discussion on 

industrial automation systems, the writers stressed the need of 

adaptive learning and continuous monitoring. They managed 
to reduce the number of missed detections with their model 

while still keeping computational efficiency. Faster reaction 

times were also offered by the framework, making it ideal for 

real-time deployment. The outcomes proved that defect 

diagnosis in industrial settings can be greatly enhanced by 

implementing deep learning systems. The advancement of 

smart predictive analytics systems was further inspired by 

their work. 

 

As per the latest research, transformer designs have proven to 

be good in handling long range temporal dependencies. Liu et 

al. [4] introduced an anomaly detection framework for an 
industrial control network (ICN), named 

EfficientTransformer. Using adaptive attention processes, the 

model was able to detect even the most minute behavioural 

anomalies in streams of network traffic. The results were 

compared with the traditional machine learning methods, and 

the accuracy and robustness of the detection were significantly 

enhanced. The adaptive structure reduced the computational 

complexity while performing the efficient feature extraction. 

It was superior at detecting irregularities at low frequencies 

when compared to more typical systems. The proposed design 

was also found to be scalable as the amount of data grew. The 
study had shown that models developed using Transformers 

could be successful for the field of industrial cyber security. 

  

Anomaly detection applications in industry have also attracted 

a lot of interest in graph-based learning algorithms. In order to 

simulate intricate interactions among variables measured by 

industrial sensors, Chen et al. [5] presented a graph learning 

framework that is helped by Transformer. They use their 

approach to improve contextual feature representation by 

dynamically learning graph representations from multivariate 

time-series data. The model was able to successfully infer 

relationships and interactions that occur in the industrial 

components, though they are not explicit. The results of the 

experiments proved that the detection performance was better 

than that of traditional recurrent architectures and graph neural 

networks. The interpretability of learned representations was 
enhanced by incorporating self-attention techniques. Not only 

that, the framework was able to withstand noisy sensor 

readings and missing data with ease.  

 

Accurate anomaly localisation, in conjunction with anomaly 

detection, is often necessary for industrial inspection and 

monitoring applications. Tao et al. [6] proposed a hybrid 

architecture of Vision Transformers (ViTALnet) for anomaly 

detection in industrial scenarios. Improved feature extraction 

quality was achieved by combining convolutional operations 

with attention methods based on Transformers in the 

framework. The findings from the experiments indicated that 
it was much more adept at detecting defects on industrial 

surfaces. The hybrid design was able to successfully record 

both regional and worldwide contexts. The results revealed 

that Transformer models have a great number of other 

potential applications beyond time-series analytics. The 

conclusions of the study are relevant to the field of visual 

anomaly detection for business applications. 

 

Due to the demand for an accurate inspection system in the 

industrial sector, modern image analysis methods using 

Transformers have been developed. Jiang et al. [7] introduced 
an architecture of Masked Swin Transformer to identify the 

anomalies in industrial contexts. To acquire representations of 

discriminative features from industrial photos, the suggested 

model made use of hierarchical attention mechanisms. Results 

from experiments showed that, in comparison to traditional 

convolutional neural networks, this method performed better 

when it came to detecting defects. Efficient processing of 

high-resolution industrial photos was made possible by the 

hierarchical design, which also improved scalability. Unlike 

more conventional methods, the model was able to pick up on 

subtle anomalous features. Furthermore, the framework was 

more effective than other techniques in generalisation on 
various industrial datasets. According to their results they were 

able to offer further proof of the effectiveness of Transformer 

designs in quality assurance for manufacturing. Based on the 

results, it can be concluded that the attention-based learning 

model is deemed to be effective and can be widely applied in 

industrial fields. 

 

Systems which detect anomalies in industrial IoT must be 

adaptable to new operating environments. An adaptive 

anomaly detection system tailored to Industrial IoT 

infrastructures was suggested by Raeiszadeh et al. [8]. In 
response to changing operational circumstances and network 

behaviours, their system adaptively changed detection levels. 

The experimental results have demonstrated that dynamic 

methods outperform static methods in terms of detection 

accuracy and reduction of false detections. The adaptive 

framework coped well with concept drift and with changes in 

industrial conditions. The authors emphasized the need for 

flexibility in teaching and learning when planning for long-

term deployment. No matter what type of work they were 

doing, the design provided consistent performance. With the 

help of effective processing pipelines, the framework also 
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enabled decision-making in real-time. The research brought to 

light essential needs for industrial monitoring systems of the 

future. The limitations of the traditional  models are shown in 

Table 1. 

 
Table 1: Limitations of Traditional Models 

 

Autho

r(s) & 

Year 

Proposed 

Model 

Datas

et 

Used 

Advan

tages 

Eval

uatio

n 

Metr

ics 

Limita

tions 

Barbier

i et al. 

(2023) 

[1] 

Tiny 

Transform

er-Based 

Anomaly 

Detection 
Framewor

k 

IoT 

Senso

r 

Datas
et 

Lightw

eight 

archite

cture, 

efficie

nt 

anoma
ly 

detecti

on 

Accu

racy, 

Preci

sion, 

Recal
l, F1-

Score 

Limite

d 

scalabi

lity for 

large 

industr
ial 

networ

ks 

Yao et 

al. 

(2024) 

[2] 

Transform

er 

Enhanced 

Variationa

l 

Autoenco

der (TE-

VAE) 

Indust

rial 

IoT 

Datas

et 

Impro

ved 

latent 

feature 

represe

ntation 

and 

anoma

ly 
identifi

cation 

Accu

racy, 

AUC, 

Recal

l 

Higher 

compu

tationa

l 

compl

exity 

Nizam 

et al. 

(2022) 

[3] 

Real-Time 

Deep 

Anomaly 

Detection 

Framewor

k 

Multi

variat

e 

Indust

rial 

Time-

Series 

Datas

et 

Effecti

ve 

real-

time 

detecti

on 

capabil

ity 

Preci

sion, 

Recal

l, F1-

Score 

Sensiti

ve to 

data 

imbala

nce 

Liu et 

al. 

(2025) 

[4] 

EfficientT

ransforme

r 

Indust
rial 

Contr

ol 

Netw

ork 

Datas

et 

Dyna

mic 
anoma

ly 

detecti

on 

with 

reduce

d 

compu

tation 

Accu

racy, 

Detec

tion 

Rate 

Requir

es 

extensi

ve 

param

eter 

tuning 

Chen et 

al. 
(2022) 

[5] 

Graph 

Transform
er 

Network 

IoT 

Multi

variat

e 
Time-

Series 

Datas

et 

Captur

es 

compl
ex 

feature 

depend

encies 

AUC, 

Accu
racy, 

Recal

l 

Increas

ed 

memor
y 

consu

mption 

Tao et 

al. 

(2023) 

[6] 

ViTALnet 

Hybrid 

Transform

er 

Indust

rial 

Surfa

ce 

Inspe

ction 
Datas

et 

High 

visual 

anoma

ly 

localiz

ation 
accura

cy 

Preci

sion, 

Accu

racy 

Applic

able 

mainly 

to 

image 
data 

Jiang et 

al. 

(2023) 

[7] 

Masked 

Swin 

Transform

er UNet 

Indust

rial 

Defec

t 

Datas

et 

Superi

or 

feature 

extract

ion 

capabil

ity 

IoU, 

Accu

racy, 

F1-

Score 

High 

trainin

g cost 

Raeisz

adeh et 

al. 
(2024) 

[8] 

Adaptive 

Industrial 

IoT 

Anomaly 
Detection 

Framewor

k 

Indust

rial 

IoT 

Traffi
c 

Datas

et 

Handle

s 

dynam

ic 

industr
ial 

enviro

nments 

Accu

racy, 

Recal

l, 
Speci

ficity 

Compl

ex 

deploy

ment 
require

ments 

Tuli et 

al. 

(2022) 

[9] 

TranAD 

Deep 

Transform

er 

Network 

Multi

variat

e 

Time-

Series 

Datas

et 

Robust 

anoma

ly 

detecti

on in 

stream

ing 

data 

F1-

Score

, 

Recal

l, 

AUC 

High 

inferen

ce time 

Marino 
et al. 

(2022) 

[10] 

Self-
Supervise

d Network 

Transform

er 

Netw

ork 
Secur

ity 

Datas

et 

Explai

nable 
anoma

ly 

detecti

on 

Preci
sion, 

Recal

l 

Limite
d real-

time 

capabil

ity 

Mishra 

et al. 

(2021) 

[11] 

VT-ADL 

Vision 

Transform

er 

Image 

Anom

aly 

Datas

et 

Effecti

ve 

anoma

ly 

localiz

ation 

Accu

racy, 

IoU 

Focuse

d only 

on 

image 

analyti

cs 

Shi et 
al. 

(2026) 

[12] 

TransEdge 

Lightweig
ht 

Transform

er 

Edge-
IoT 

Datas

et 

Low-

latency 
edge 

deploy

ment 

Accu
racy, 

Laten

cy 

Reduc

ed 

model 
compl

exity 

affects 

learnin

g depth 

Chandr

asekhar 

et al. 

(2025) 

[13] 

Quantum 

Autoenco

der 

Trainable 

Kernel 

IoT 

Anom

aly 

Datas

et 

Quant

um-

enhanc

ed 

feature 

learnin

g 

Accu

racy, 

Preci

sion 

Quant

um 

hardw

are 

depend

ency 

Vaswa

ni et al. 
(2017) 

[14] 

Transform

er 
Architectu

re 

NLP 

Benc
hmar

k 

Self-

attenti
on 

based 

BLE

U 
Score

, 

Large 

compu
tationa

l 
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Datas

ets 

sequen

ce 

learnin

g 

Accu

racy 

require

ments 

 

2.1 Problem Statement 

 
Industrial Internet of Things technologies have seen their scale 

grow at a rapid pace and have been deployed across industrial 

sites with millions of interconnected sensors, controllers and 

smart devices [26]. These systems produce vast amounts of 

multi-variate data, which also has very high dimensions, and 

the data has to be analysed in real-time for efficiency and 

reliability of the system [27]. The traditional anomaly 

detection methods are mainly based on statistical thresholds or 

traditional machine learning methods that cannot deal with 

complex temporal relationships and nonlinear relationships in 

industrial data streams [28]. This can lead to unnoticed critical 

anomalies leading to equipment failure, production losses and 
security breaches. Thus, there is a need for intelligent 

frameworks that can precisely identify unusual behaviours and 

adjust their behaviour based on industrial dynamics. 

 

Although there are several remarkable models in the field of 

deep learning and Transformer architectures, the applications 

of these models in these anomaly detection and predictive 

analytics are yet to be fully explored, and there are some 

challenges to be resolved. Existing methods are resource-

intensive, have a long inference latency and struggle with 

processing dynamic industrial data. Moreover, the majority of 
previous models are based on traditional computing designs 

which are not useful for efficiently navigating complicated 

feature spaces and optimizing data representations at large 

scale. The Industrial IoT market is evolving and becoming 

more complex, and therefore needs more intelligent learning 

mechanisms that can provide more timely predictions, faster 

processing, and scalability. New architectures are needed that 

will integrate high-performance and sophisticated contextual 

learning with advanced computational intelligence. 

 

The proposed method is a combination of the contextual 

learning abilities of the Transformer architectures and the 
optimization benefits of the quantum computing techniques. 

The application of quantum enhanced feature representation 

and self-attention based learning is anticipated to enhance the 

performance of the anomaly detection task, reduce 

computational costs and increase the predictive capability of 

decision-making.  

 

3. PROPOSED MODEL 

IIoT systems are becoming increasingly large and complex, 

with a proliferation of smart devices, controllers and sensors 
that are connected to each other and producing large amounts 

of industrial data all the time. This information must be 

constantly monitored and analysed to ensure smooth running 

of the operation and to prevent unforeseen failures. But 

traditional anomaly detection methods are not able to 

effectively process high-dimensional and dynamic industrial 

datasets.  

 

The operating conditions in an industry vary continuously 

because of the dynamic behavior of the equipment, the 

environment and workloads that change. The traditional 

machine learning models are generally trained on designed 

manually engineered features and fixed learning strategies that 

prevent the machine learning model from adapting to the 

changing industrial environments. These models may even 
experience performance degradation should they come across 

any unusual circumstances or property changes in the system. 

In large scale IIoT infrastructures, real-time decision-making 

is a challenge that is even more important. 

 

To make reliable predictions models that can understand the 

complex interaction relationships between the heterogeneous 

industrial variables are needed. However, existing prediction 

approaches don't perform well on prediction accuracy, 

computational efficiency, and scalability. This means that 

there is a need for more intelligent solutions which can offer 

reliable prediction with low processing overhead for industrial 
organisations. The proposed model architecture is shown in 

Figure 2. 

 
Fig 2: Proposed Model Architecture 

 

The new quantum computing technologies are addressing 

these challenges by providing more powerful optimization and 

parallel processing of information. Quantum-based learning 

techniques are seen to be promising for the purpose of 

handling high dimensional data and complex pattern 

recognition problems. However, the quantum intelligence 

combined with the Transformer-based anomaly detection and 

predictive analytics has not been explored in the context of 

IIoT. This research gap points towards the need of introducing 

innovative hybrid architectures that would combine best of 
both the technologies. 

 

For this reason, there is a huge need for an advanced 

framework, which has to satisfy the requirements of high 
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accuracy in anomaly detection and predictive analysis, and be 

scalable and efficient in real-time. In this work, we are trying 

to address these limitations by proposing QTN with the 

integration of Quantum enhanced Feature optimization and 

Transformer based contextual learning. The aim of this 
proposed framework is to improve the accuracy of the 

anomaly detection, decrease the latency of the inferences and 

guarantee the secure delivery of predictive information to 

next-generation Industrial IoT systems to support smart 

industrial automation and operational resilience. 

 

3.1 Dataset Description 

 

The proposed Quantum Transformer Network (QTN) 

framework is evaluated using the Edge-IIoTset Dataset, a 

comprehensive Industrial Internet of Things (IIoT) 

cybersecurity dataset developed to support anomaly detection 
and predictive analytics research.  

https://www.kaggle.com/datasets/mohamedamineferrag/e

dgeiiotset-cyber-security-dataset-of-iot-iiot. The dataset 

contains a massive amount of realistic industrial network 

traffic from various industrial communications protocols, 

industrial edge nodes, sensors, and IoT devices. It 

encompasses everyday activities as well as some anomalous 

events including Distributed Denial of Service (DDoS), brute-

force attacks, information gathering attacks, injection attacks, 

malware activities, and network reconnaissance. The data 

needs to be preprocessed before the model is trained to ensure 
high-quality data for better results, such as handling missing 

values, normalizing the data, encoding the features and 

removing noise. Labelled normal and anomalous instances are 

available, which allows for supervised learning and evaluation 

of the proposed framework. The nomenclature is presented in 

table 2. 

 

Table 2: Nomenclature 

Symbol Used Description 

D 
Complete Industrial IoT 

dataset 

x Individual IoT data sample 

F Initial extracted feature set 

(f_i) i-th feature 

(𝑥𝑛𝑜𝑟𝑚) Normalized feature value 

(\rho) 
Feature dependency 

(correlation) coefficient 

H Entropy measure 

(𝜏) Feature selection threshold 

(QF) 
Quantum feature importance 
score 

W 
Trainable Transformer 

weights 

 

3.2 Data Pre-processing 

In context of the proposed framework of the Quantum 

Transformer Network (QTN), the quality of the Industrial IoT 

data affects the performance of anomaly detection and the 

accuracy of predictive analytics. Raw Industrial IoT datasets 

may be incomplete, contain duplicate data, have noisy 

observations, and have inconsistent feature scales from 

devices and sensors of varying types. First, duplicate and 
incomplete records are detected and deleted to enhance the 

quality of data and avoid the possible bias when training the 

model.  

Numerical attributes are normalized by using Min–Max 

scaling as follows, to obtain uniform feature representation: 

𝑥𝑛𝑜𝑟𝑚 =
𝑥−𝑥𝑚𝑖𝑛

𝑥𝑚𝑎𝑥−𝑥𝑚𝑖𝑛
 (1) 

 

xdenotes the original value of a feature, x_min and x_max are 

the minimum and maximum values of the feature, and x_norm 

is the normalized value of the feature. This normalization 
process transforms all features into the same range (0 to 1), 

avoiding the dominance of one feature with a larger numerical 

value in the learning process and thereby achieving better 

convergence of the model. 

Many datasets in the industrial IoT domain are class-

imbalanced, with the number of anomalous events being small 

compared to the number of normal operational events. To 

solve this problem, the Synthetic Minority Oversampling 

Technique (SMOTE) method is employed to create synthetic 

anomaly samples, which are generated by interpolating 

between adjacent minority samples. Additionally, 

Interquartile Range (IQR) analysis is employed to eliminate 
the influence of abnormal noise, and outlier detection is 

performed. The combination of these preprocessing steps 

guarantees data consistency, quality of features and a balanced 

training set so that the proposed QTN is able to learn 

meaningful behavior patterns for real-time anomaly detection 

and predictive analytics. 

 

3.3 Quantum Feature Dependency Analysis and 

Optimization 

Many datasets that are relevant to the Industrial IoT are highly 

correlated, redundant and irrelevant, which detrimentally 

impact the anomaly detection performance. To address this 

problem, a feature dependency analysis is conducted prior to 

model training with the aid of quantum computing. First 

feature relationships are computed, using Pearson Correlation 

Coefficient, to determine which variables are highly 

correlated: 

[𝜌𝑖𝑗 =
𝑐𝑜𝑣(𝑓𝑖,𝑓𝑗)

𝜎𝑓𝑖
𝜎𝑓𝑗

]  (2) 

where (f_i), (f_j) are individual features. To remove 

redundancy and dimensionality, features with a correlation 

above a predetermined threshold are removed. This enhances 

the efficiency of learning and reduces computation load. 

A quantum feature importance score is also calculated to 

further improve the feature selection: 

[𝑄𝐹𝑖 =
(𝜇𝑖,𝑎−𝜇𝑖,𝑛)

2

𝜎𝑖,𝑎
2 +𝜎𝑖,𝑛

2 ]  (3) 

where (\mu_{i,a}) and (\mu_{i,n}) are mean value of 

anomalous and normal classes, respectively. The features that 

achieve higher scores in terms of quantum are more significant 

for the discrimination of anomalies and are kept for further 

processing. 
Another method of stability analysis used is entropy based 

stability analysis: 

[𝐻(𝑓𝑖) = −∑ 𝑝𝑖𝑘
𝑛
𝑘=1 log⁡(𝑝𝑖𝑘)]  (4) 

The dependency analysis, quantum scoring and entropy 

assessment together will generate an optimized set of 

attributes that will result in an improved performance of the 

anomaly detection algorithm while minimizing the number of 

attributes required for the analysis. 

https://www.kaggle.com/datasets/mohamedamineferrag/edgeiiotset-cyber-security-dataset-of-iot-iiot
https://www.kaggle.com/datasets/mohamedamineferrag/edgeiiotset-cyber-security-dataset-of-iot-iiot
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3.4 Quantum Transformer Representation Learning 

Once the features are optimized, selected features are fed into 

the proposed Quantum Transformer Network. The transformer 
architecture is extremely useful for learning long-range 

dependencies in data streams from IoT in the industrial 

domain. The attention mechanism is computed as: 

[𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄,𝐾, 𝑉) = 𝑆𝑜𝑓𝑡𝑚𝑎𝑥 (
𝑄𝐾𝑇

√𝑑𝑘
)𝑉]  (5) 

where: Query matrix; K: Key matrix; V: Value matrix. This 

operation allows the model to see more important patterns and 

not see irrelevant information. 

The Transformer encoder incorporates quantum feature 

enhancement for feature optimization: 
[𝑄𝑇𝑅(𝑋) = 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑋) + 𝑄(𝑋)]  (6) 

where (Q(X)) represents the quantum-enhanced feature 

transformation. This architecture combined with the hybrid 

type helps to enhance contextual learning and anomaly 

identification in the dynamic industrial environment. 
 

3.5 Adaptive Predictive Analytics Module 

Optimized Transformer representations are fed to an adaptive 

predictive analytics module that predicts future states of the 

industry and detects potential anomalies in advance. This stage 

is for analyzing temporal dependency and behavioral trends 

from the historical data of the Industrial IoT. 

The predictive output is calculated as: 
[𝑃𝑡 = 𝑓(𝑄𝑇𝑅𝑡 ,𝑊𝑝)]  (7) 
  

3.6 Global Average Pooling 

Global Average Pooling (GAP) is used to reduce high-
dimensional feature maps produced by the Quantum 
Transformer Network to feature vectors. GAP dramatically 
cuts down the number of trainable parameters, helps 
avoid overfitting and retains very important semantic 
information. The pooling operation is represented by: 

[𝑃𝑘 =
1

𝐻𝑊
∑ ∑ 𝑅𝑘

𝑊
𝑣=1

𝐻

𝑢=1
(𝑢, 𝑣)]  (8) 

where (R_k) represents the feature map and (H) and (W) 

denote its height and width. 

Entropy-weighted pooling is additionally utilized: 

[𝑃𝑘
~

=
𝑃𝑘

1+𝐻(𝑅𝑘)
]  (9) 

This operation improves robustness and generates compact 

representations suitable for anomaly classification and 

predictive decision-making. 

 

3.7 Anomaly Detection and Classification 

The pooled feature vector is forwarded to a Softmax 

classification layer that determines whether the observed 

Industrial IoT activity is normal or anomalous. 

The classifier output is computed as: 
[𝑧 = 𝑊𝑐𝑃 + 𝑏]             (10) 
 

[𝑦
^
𝑐 =

𝑒𝑧𝑐

∑𝑘𝑒𝑧𝑘
]  (11) 

where (W_c) denotes classifier weights and (b) represents bias 

parameters. 

The training objective minimizes cross-entropy loss: 

[𝐿 = −
1

𝑁
∑ ∑ 𝑦𝑖,𝑐𝑐

𝑁

𝑖=1
log⁡(𝑦

^

𝑖,𝑐)]  (12) 

The Adam optimizer updates model parameters iteratively 

until convergence. The class associated with the highest 

probability is selected as the final prediction 

 

Algorithm 1: Quantum Transformer Network for 

Industrial IoT Anomaly Detection 

 

Input: Industrial IoT Dataset 

Output: Normal or Anomalous Event Prediction 

Step 1: Acquire Industrial IoT data streams. 

Step 2: Perform preprocessing and normalization. 
Step 3: Conduct feature dependency analysis. 

Step 4: Compute quantum feature importance scores. 

Step 5: Remove redundant and low-contributing features. 

Step 6: Apply Quantum Transformer representation learning. 

Step 7: Generate predictive analytics outputs. 

Step 8: Perform Global Average Pooling. 

Step 9: Train Softmax classifier. 

Step 10: Predict anomaly class. 

Step 11: Output final anomaly detection and predictive 

analytics result 

 

4. RESULTS 

Within the framework of IIoT, it is impossible to discover 

anomalies in behavior due to the huge volume of data received 

from the sensors, the interaction and dynamic nature. Many 

anomalies exhibited within an industrial system usually show 

small changes in behavior, and it becomes very difficult to 

identify them since they are very similar to regular behavior in 

an industrial system. In addition, the existing machine learning 

algorithms are inefficient when there is noise, data gaps, and 
highly imbalanced data within the dataset. 

 

In order to address the problems associated with the current 

state-of-the-art solutions, the new Quantum Transformer 

Network can leverage the power of quantum-based feature 

optimization and contextual knowledge extraction by the 

Transformer architecture. The framework provides a unique 

opportunity to analyze relationships and uncover hidden 

operations through automatic feature selection and attention 

mechanism-based learning. In contrast to traditional methods 

that rely on manually engineered features, the suggested 
framework can identify the characteristics on its own. 

 

Among the strengths of the new framework is the possibility 

to conduct predictive analysis and anomaly detection at once. 

The model can reveal hidden temporal patterns within 

industrial variables in advance and predict any anomalies. It is 

possible to implement proactive maintenance in this way, thus 

reducing downtimes and improving resource consumption. 

 

4.1 Evaluation Measures 

 

The experiment shows that the QTN is able to conduct 
anomalies detection and predictive analytics in the IIoT 

environment. Testing and training were conducted based on 

the Edge-IIoTset dataset with variable sizes ranging from 

1,000 records to 6,000 records. The evaluation was done based 

on several parameters including accuracy, precision, recall, F1 
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score, specificity, AUC, detection latency, and model 

efficiency. Experimental results show that the framework is 

capable of delivering outstanding performance across all those 

measures in comparison to the baseline models, such as 

MedGPT and Health-BERT.  
 

Accuracy-based evaluation measures are based on the 

excellent performance of the proposed model. The 

experimental findings indicate that the QTN framework attains 

96.1% accuracy, 95.4% precision, and 95.1% recall. From the 

findings above, we can see that the accuracy of the model 

makes it a good discriminator of anomalies with low rates of 

false alarms.  

 

4.2 Results and Comparison of Performance of the 

Experiment 

 
From the experimental results, it is clear that the proposed 

Quantum Transformer Network performs better than other 

networks in terms of different evaluation metrics. This is 

because, in addition to the quantum feature optimization, the 

network is able to capture the long-range dependencies in the 

Industrial dataset through its unique architecture. 

Consequently, the proposed framework performs better in 

accuracy, precision, recall, and F1-score compared to other 

models.  

Table 3: Accuracy Levels 

Records 

Conside

red 

QT

N 

Mod

el 

Tran

AD 
Graph

TF 

Healt

h-

BER

T 

Records 

Conside

red 

1000 92.3 89.8 88.5 87.4 1000 

2000 93.1 90.4 89.2 88.1 2000 

3000 93.8 91.0 89.9 88.7 3000 

4000 94.5 91.7 90.6 89.4 4000 

5000 95.0 92.4 91.3 90.0 5000 

6000 95.3 92.8 91.7 90.5 6000 

 

 
Fig 3: Accuracy Levels 

 

Accuracy performance results of the QTN model have been 

compared against the other models including TranAD, Graph 

Transformer, and Health-BERT in Table 3 and Figure 3. As 

the number of Industrial IoT records increases, there will be 

improvements in the learning accuracy and discriminability of 

the model. This allows the QTN model to obtain an accuracy 

level of 95.3% using 6000 Industrial IoT records, which is 

higher by 2.5% and 4.8% against TranAD and Health-BERT 

models, respectively. 

 

Table 4: Precision Levels 

Records 

Considered 

QTN 

Model 
TranAD GraphTF 

Health-

BERT 

1000 91.8 88.5 87.6 86.4 

2000 92.4 89.1 88.2 87.0 

3000 93.0 89.8 88.9 87.7 

4000 93.6 90.5 89.6 88.4 

5000 94.1 91.1 90.2 89.0 

6000 94.5 91.6 90.8 89.5 

 

 
Fig 4: Precision Levels 

 

The comparative performance of the precision of different 

methods of anomaly detection is given in Table 4 and Figure 

4. The QTN model proposed has been found to have very good 

precision scores throughout.  

Table 5: Recall Levels 

Records 

Considered 
QTN 

Model 
TranAD GraphTF 

Health-

BERT 

1000 91.5 88.1 87.0 85.9 

2000 92.2 88.8 87.7 86.5 

3000 92.9 89.4 88.4 87.1 

4000 93.5 90.1 89.0 87.8 

5000 94.0 90.7 89.7 88.4 

6000 94.4 91.2 90.2 88.9 

 

 
Fig 5: Recall Levels 

 

Recall Performance of the Proposed Quantum Transformer 

Network is depicted in Table 5 and Figure 5. Due to high 
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Recall scores, one can assume that the model is successful in 

detecting genuine anomalies in the datasets of Industrial IoT. 

The recall score for the QTN model equals 94.4% at 6000 

records, indicating extremely high anomaly detection 

sensitivity.  
Table 6: F1 Score Levels 

Records 

Considered 

QTN 

Model 
TranAD GraphTF 

Health-

BERT 

1000 91.6 88.3 87.3 86.1 

2000 92.3 88.9 87.9 86.8 

3000 93.0 89.6 88.6 87.4 

4000 93.5 90.3 89.3 88.1 

5000 94.1 90.9 89.9 88.7 

6000 94.4 91.4 90.5 89.2 

 

 
Fig 6: F1 Score Levels 

 

The F1-scores of the developed method and its competitors are 

illustrated in Table 6 and Figure 6. The F1-score represents a 
tradeoff between precision and recall and hence provides a 

better indication of the overall performance of classifiers. It 

can be observed that the QTN algorithm obtains the best F1-

score among all algorithms and reaches a score of 94.4% at 

6000 data instances. 

 

Table 7: Specificity Levels 

Records 

Considered 

QTN 

Model 
TranAD GraphTF 

Health-

BERT 

1000 93.2 90.2 89.1 88.0 

2000 93.8 90.9 89.8 88.6 

3000 94.4 91.5 90.4 89.2 

4000 95.0 92.1 91.0 89.8 

5000 95.5 92.8 91.6 90.4 

6000 95.9 93.2 92.0 90.8 

 

 
Fig 7: Specificity Levels 

 

The specificity performance of the models tested is shown in 

Table 7 and Figure 7. As compared to the existing QTN 

architecture, the new QTN architecture will be able to 
correctly detect the normal industrial IoT behavior using the 

maximum specificity value. It means that the new architecture 

is more proficient in identifying the normal behaviors. The 

specificity makes the false alerts minimal. From the obtained 

results, it can be noted that the quantum-based learning 

algorithm can effectively differentiate the normal industrial 

behavior from the others. 

 

Table 8: AUC Analysis 

Records 

Considered 

QTN 

Model 
TranAD GraphTF 

Health-

BERT 

1000 94.0 90.8 89.7 88.6 

2000 94.6 91.4 90.3 89.2 

3000 95.1 92.0 91.0 89.8 

4000 95.7 92.7 91.6 90.4 

5000 96.2 93.3 92.2 91.0 

6000 96.5 93.7 92.6 91.4 

 

 
Fig 8: AUC Analysis 

 

Performance of the AUC of the proposed Quantum 

Transformer Network and the previous models is depicted in 
Table 8 and Figure 8. It is clearly seen that the QTN model 

outperforms all other methods in terms of AUC irrespective of 

the data size used, with the maximum value of AUC observed 

for 6000 observations equal to 96.5%. The greater the value of 



www.ijikps.org 
 

69 
 

AUC, the higher the discrimination capabilities of the model 

between non-normal and normal IIoT activities.  

 

Table 9: Detection Latency 

Models Detection Latency (ms) 

QTN Model 16 

TranAD 23 

GraphTF 28 

Health-BERT 34 

 

 
Fig 9: Detection Latency 

 

The result of detection latency of the examined models is 

presented in Table 9 and Figure 9. The latency of the proposed 

QTN framework is the smallest among all with 16 ms, 

demonstrating how fast anomaly detection could be 

performed.  

Table 10: Computational Cost 

Records 

Considered 

QTN 

Model 
TranAD GraphTF 

Health-

BERT 

1000 90 85 82 80 

2000 91 86 83 81 

3000 92 87 84 82 

4000 94 88 85 83 

5000 95 89 86 84 

6000 97 90 87 85 

 

 
Fig 10: Computational Cost 

 

Table 10 and Figure 10 shows the efficiency evaluation of the 

proposed Quantum Transformer Network. The QTN 

architecture is the most efficient framework across all 

experiments and attains an efficiency of 97% with 6000 

records. This high efficiency is due to the quantum-assisted 
feature optimization which eliminates unnecessary 

computations and makes the training process highly effective. 

It can be concluded from the results that the proposed model 

framework outperforms other model frameworks in terms of 

computation efficiency and anomaly detection performance. 

Table 11: False Positive Rate 

Records 

Considered 

QTN 

Model 
TranAD GraphTF 

Health-

BERT 

1000 120 145 160 175 

2000 135 160 175 190 

3000 150 175 190 205 

4000 165 190 205 220 

5000 180 205 220 235 

6000 195 220 235 250 

 

 
Fig 11: False Positive Rate 

 
Comparison between the training times taken by different 

models used for anomaly detection is illustrated in Table 11 

and Figure 11. Efficient feature selection and learning 

capabilities have been utilized by the developed QTN 

framework to minimize the training times of the framework in 

comparison to those of the other frameworks.  

 
Fig 12: Performance Matrix 
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Computational cost analysis for the proposed algorithm as 

well as the other algorithms is depicted in performance matrix 

in Figure 12. QTN framework will always have the least 

computational cost regardless of the number of the data sets. 

QAOFO significantly lowers the dimensions of the Industrial 
IoT data hence decreasing the computational cost in 

Transformer learning stages. The proposed framework 

manages to detect anomalies accurately but it is 

computationally efficient even when the amount of dataset 

becomes larger. This proves that the scalability of the QTN 

framework is feasible. 

 

Experiments have been conducted to determine the superior 

algorithm among other algorithms. As seen from table 4.4, all 

the four metrics have yielded the best results using the 

proposed QTN algorithm. The results for the QTN framework 

were the following: the highest accuracy was 95.3%, highest 
precision was 94.5%, highest recall was 94.4%, and highest 

F1-Score was 94.4%. The quantum enhancement of feature 

representation allows for better predictive analytics of the 

anomalies in IIoT environments. 

 

The presented model provides an area under the curve (AUC) 

of 96.5% and the value of the specificity equal to 95.9%. This 

means that the model demonstrates high discriminatory 

properties and the low rate of false positives. The improved 

context-awareness provided by the Transformer architecture 

allows obtaining better optimization of understanding hidden 
connections between various features used in the industrial 

setting. Therefore, the introduced model exhibits better 

robustness and reliability when compared to the TranAD, 

Graph Transformer and Health-BERT models. 

 

From the computational point of view, the QTN algorithm 

provides a much faster detection latency (16ms) and the 

reduced training time and costs compared to other approaches. 

The model demonstrates high computational efficiency (97%). 

This feature makes it feasible for using it in real-world 

applications within the industrial setting. In conclusion, one 

can claim that the Quantum Transformer Network is a valuable 
solution for the future use in Industrial IoT systems. 

 

4.3 Computational Complexity 

 

A detailed analysis on the intricacy, memory, and performance 

efficiency of the proposed Quantum Transformer Network 

(QTN) has been carried out through its entire learning process. 

The proposed method comprises feature extraction based on 

quantum computing, which eliminates the unnecessary and 

low information features in the flow of the IoT before 

implementing the transformer learning procedure. The process 
of elimination leads to the reduction of the dimension of the 

input data and hence decreases the number of multiplications 

and attention mechanisms of the network. Compared to the 

traditional transformer model for anomaly detection, the 

proposed approach has minimized the complexity without 

losing information about the anomalies. 

 

The architecture design combines the feature selection 

capabilities of quantum computation with the multi-head self-

attention techniques in order to have efficient contextual 

representation learning. As opposed to RNNs, the 

Transformer’s encoder is specialized to fit the railroad sector 

due to focusing exclusively on the important patterns; 

therefore, the model spends less memory resources and 

requires lesser iterations in order to converge to the solution. 

Moreover, the quantum optimization component includes the 
feature representation property that reduces the number of 

processing steps and ensures stable learning process regardless 

of the size of Industrial IoT dataset. 

 

As shown above, the experimental findings suggest that the 

suggested QTN architecture outperforms the deep learning and 

transformer-based architectures for anomaly detection in 

terms of computation efficiency. The redundant evaluations of 

features are minimized by the quantum optimization process, 

and important information is extracted with the help of the 

attention model. Thus, the training time, memory, and 

complexity are reduced. It becomes feasible to deploy the 
architecture in the context of real-time applications involving 

IIoT because of the ability to learn adaptively and choose 

relevant features. 

 

4.4 Time Complexity 

 

The efficiency of the proposed architecture is evaluated by 

studying the time complexity of its major processing steps 

such as data pre-processing, feature optimization, Transformer 

learning, and anomaly detection. The proposed algorithm 

proves efficient in achieving a good trade-off between 
accuracy of anomaly detection and computational efficiency. 

The redundant attributes are minimized due to optimization of 

the processing phase using quantum computing and thus 

reduce the need for unnecessary calculations. In addition, the 

computation time increases linearly relative to the number of 

Industrial IoT records. 

 

Normalization and handling missing attributes require (O(n)) 

operations, where (n) represents the number of Industrial IoT 

records. Feature correlation calculation and ranking 

procedures will lead to feature dependency analysis and 

quantum feature optimization, respectively, that will consume 
approximately (O(n log n)) operations. Feature optimization 

reduces significantly the number of complexity operations 

required in self-attention calculations of the Transformer 

learning step, which amounts to (O(n^2)). As a consequence, 

there is no need to use a complicated Transformer architecture 

for the direct training of high dimensional data records. 

 

The architectural design of the proposed Quantum 

Transformer Network allows decreasing inference latency by 

achieving high anomaly detection accuracy. Due to efficient 

optimization of the feature space and attention processes, data 
streams coming from Industrial IoT can be quickly classified. 

According to the findings, inference latency decreases, while 

speed increases when compared to the base models. Therefore, 

the model is suitable for use in practical anomaly detection 

applications involving real-time response. 

 

4.5 Limitations of the Proposed Model 

 

Even though the Quantum Transformer Network has 

demonstrated its ability to perform superior in the area of 

anomaly detection and predictive analytics capabilities, there 
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are still quite a few shortcomings that should be mentioned. 

Firstly, the suggested framework will work efficiently only 

under the condition that there is high-quality and 

representative data from Industrial IoT systems. If the amount 

of data will be insufficient and the distribution of anomalies 
will not be proportional, the efficiency of the feature learning 

and generalization might be affected. Moreover, due to 

different settings of sensors, communication protocols, and 

environments, the process of detection will differ in time. 

While being computationally efficient, the training of the 

proposed network using a lot of data from the Industrial IoT 

system requires considerable computational resources and 

memory space as well. Such requirements can make the 

deployment of the framework complicated for edge industrial 

systems. Apart from this, certain hyperparameters like 

optimization threshold, learning rate, and attention dimensions 

should be adjusted properly. 
 

The third limitation is that the system should be able to identify 

zero-day anomalies and new operation processes that have 

never been seen before. The adaptability rate of the suggested 

model is quite high, but it can be rather challenging to identify 

new anomaly behaviors when they differ significantly from 

the training data. 

 

5. CONCLUSION 

The QTN approach is suggested to address the problem of 
anomaly detection and prediction in IIoT systems. This model 

leverages the benefits of the quantum feature optimization and 

transformer-based contextual modeling for improved anomaly 

detection and decision-making processes. The model under 

consideration allows detecting anomalies in IIoT by making 

use of the dependencies in the streams of data using reduced 

computation because of an improved process of selecting 

features. According to experimental findings, the performance 

of the QTN framework exceeds that of other approaches 

applied for anomaly detection. The proposed method proves 

effective at identifying unusual industrial actions, 

demonstrating minimal false positive rates as well as strong 
predictability. These results show that the proposed technique 

can be used in the domain of predictive maintenance, 

intelligent monitoring, and automated decision-making in 

industrial settings. Using Quantum Transformer Network in 

practice will enable industry workers to receive alerts 

regarding possible anomalies, failures, and cyber threats. 

Efficiency of computations allows implementing the proposed 

solution in existing Industrial Internet of Things architecture 

and smart manufacturing solutions. The experimental results 

on the IoT industrial datasets indicate that the proposed QTN 

model is better than other existing models such as TranAD, 
Graph Transformer, and Health-BERT models. The QTN 

model demonstrates an accuracy of 95.3%, precision of 

94.5%, recall of 94.4%, F1 score of 94.4%, specificity of 

95.9%, and AUC of 96.5%. The research will be continued 

with attention to the application of federated learning 

approaches that will guarantee data privacy during its 

distribution across the Industrial IoT system. Moreover, 

Explainable AI tools will be applied to improve the 

understanding of the reasons why an anomaly is detected. 

Scalability, resilience, and prediction abilities will be studied 

under conditions of large-scale deployment and the 

implementation of quantum computing. 
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